YTeepxkaceno [Ipasienuem
[TAO «TomcknpomcTpoiiban»
npotokon Ne 6/H ot 12.04.201 7.

MOJUTUKA TH®OPMAIIMOHHON BE3OIMACHOCTH
MMAO «TOMCKIIPOM CTPOMBAHK»

1. O01me mosioke Hus.

1.1.ITonmutuka uapopmarmonnoit 6ezonacHoctu [TAO «TomckmpomcTporibank» (manee
no Ttekcty - llonmuTuka) paspaboTaHa B COOTBETCTBHM C HOPMaMH 3aKOHOJIATEIILCTBA
Poccuiickoit ®enepauun B oOnacth obecnedyeHus HHPOPMALMOHHON O€30MacHOCTH U
YIUTHIBAaeT TpeOOBaHUS HOPMATUBHBIX JOKyMeHTOB banka Poccuu, denepanbHoro oprana
UCIIOJHUTENIBHOM BJIACTH, YIOJHOMOYeHHOro B obnactu Oe3onacHoctd (PCh Poccun),
denepaibHOr0  OpraHa  MCIOJHUTEIBHOW  BJACTH,  YHOJIHOMOYEHHOr0 B 00JacTu
MPOTUBOJICHCTBUS TEXHUYECKMM pa3BeAKaM W TexHudeckod 3anmthl wH(opmanun (PCTOK
Poccun).

1.2. Tonmutuka sBisieTcS OOIICAOCTYHBIM JOKYMEHTOM, KOTOPBIM OTpakaeT CUCTEMY
B3MISIIOB HAa ULEIM, 3aJadyd, NPUHUMIBI M OCHOBHBIE HampaBJeHHUs oOecreueHus
uHpopmarmonnoit 6e3onacuHoct B [TAO «ToMckmpomcTpoitbanio.

1.3. JleiictBue Hacrosmed [losMTHKE pacnpocTpaHseTcs Ha JCSITEeIbHOCTh BCEX
COTPYIHUKOB TOJIOBHOW opranu3anuu u ¢unuanoB [TAO «TomckmpomcTporibank» (manee mo
TEKCTy - baHK).

14. B coorBerctBuu ¢ YcraBom banka u pexomeHganusmu banka Poccun
«Metoauueckie pEKOMEHJAIUsSMU 1O JOKYMEHTHPOBAaHHMIO B oOjactu obecredeHus
uHpopMarmonHon Oe3zomacHocT B coorBercTBUM ¢ TpeboBanusmu CTO BP UBBC-1.0»
(PC BP WUBBC-2.0) IlonuTuka sBisieTcss KOPHOPATUBHBIM JIOKYMEHTOM IE€PBOTO YPOBHS U
yreepkaaercs Ilpasnennem banka.

1.5. [lepecmotp HacTosel [ToTuTUKE MOKET OCYIIECTBIISATHCS B CIEAYIOIMX CIyJasix:

— €CJIM MPOU3OIIITH U3MEHEHHUS B COCTaBe OAHKOBCKUX TEXHOJIOTHMUECKUX MPOIIECCOB;

— €CIIM TPOU3OLUTM H3MEHEHUs TpeOoBaHWU Mo MHGOPMAIIMOHHON OEe30MacHOCTH B
3akoHOAarenbcTBe Poccuiickoit ®eneparuu (PD) w/mnm HOpMaTHBHBIX JOKymMeHTax baHka
Poccun, ®CB Poccnu, DCTOK Poccuu;

— €CITM BBISIBIICHBI HOBBIC AKTyaJIbHBIC YIPO3bl M/WIM HApYyIMIMTEIH HHQPOPMALHOHHOM
0€30IaCHOCTH

— ecnu OOHaApYXEHBI HECOBEPINCHCTBA B MPOIEAypax OOSCIICUCHUS U/WIIA YITPABIICHUS
WHGPOPMAITMOHHON 0€3011aCHOCTBIO.

1.6. B IlonuTuke HCHONB3YIOTCS TEPMHUHBI, B cooTBeTcTBUM co Cranmaprom baHka
Poccun CTO BP UBBC-1.0 «OGecnieyenne wHGOPMALIMOHHON 0€30MaCHOCTH OpraHU3aIui
OaHkoBCKOU cucTemMbl Poccuiickoit @enepanuu. OOmmMe moI0KCHU S,

2. llenb, 3a1a4M ¥ NPUHIAI 00ecnevyeHusl HH( opMaMOHHOI Oe3omacHocTH B Banke.

2.1. Ilenb obecnieueHns MHGOPMALIMOHHOM Ge3onmacHocTH B baHke — 3ammTa akTUBOB OT
BO3MOXKHOTO WX HECAaHKIIHOHMPOBAHHOTO HCIIOJIB30BAHUS, KOTOPOE MOXKET TMPUBECTU K
HaHeceHUIo yiepOa banka, ero KIMeHTaM, aKiIMOHEpaM, COTPYIHUKAM U TTapTHEpaMm.

2.2. Jlns noCTUXKEHU sl TOCTaBJICHHOM 11eu B baHke pemaioTces ciaeayonme 3a1auun:

— aHAIM3 H OlLIEHKAa aKTyaJbHBIX YIPO3 W HapymmTened WHQPOPMAIMOHHON
0e30I1acHOCTH

— OIICHKa PUCKOB MH(OPMAIIMOHHON O€30MacHOCTH;

— BHEJpPEHUE OPraHU3allMOHHBIX, MPOTPAMMHO-ANMMNAPATHBIX W TEXHUYECKUX Mep
3alMTHl HHQOPMAIUH;

— CO3/1aHHME€ YCIIOBHUM MAJIsl ONEpPaTMBHOIO pearupoBaHus Ha Yrpo3bl MHOOPMALMOHHOU
0€30I1aCHOCTH.
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2.3. llpunuuns! obecriedyenus nHGopManoHHOI O6e3omacHoctu B banke:
3aKOHHOCTB;

MPOLIECCHBIN MOAXOT;

HENPEePBHIBHOCTH (DYyHKIITMOHUPOBAHUS;

NepCOoHaNIbHAst OTBETCTBEHHOCTb.

2.4. 3akoHHOCTh (DYHKIIMOHHPOBAHUSI CHCTEMBI OOecTeYeHUus WHQPOPMAIMOHHON
Oe3omacHocT B baHke mocturaercs mMyTeM COOTBETCTBUS BHEAPSAEMBIX 3alMTHBIX Mep
TpeOOBAHUSIM:

— 3aKoHojaTenbcTBa PO 0 GaHKOBCKOM TallHE M CTaHIApTOB 0€30MaCHOCTH;

— 3akoHOJaTensCcTBAa P 0 HanuoOHaNbHOW TIJIATEKHOM CHCTEME M HOPMATHUBHBIX
JNOKyMEeHTOB banka Poccuu, perlaMeHTHPYIOIIMX BOMPOCH 3alMThl MHGOpMAIMU  TIpU
OCYLICCTBJIICHUH MEPEBOJIOB JCHEKHBIX CPE/ICTB;

— 3akoHonaTenbcTBa PO B o0macTi 00pabOTKH MEPCOHAIBHBIX JaHHBIX U HOPMaTHBHBIX
nokymeHToB @CB Poccunm m @CTOK Poccuu, pernmameHTHPYIONMX BOMPOCH OOECIICUCHUS
0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX PU UX 00paboTke B MHPOPMALIMOHHBIX cucTeMax banka.

2.5. [IlpomeccHblii moaxox K obecnedyeHWI0 HMHGOPMAIIMOHHONH 0e30MmacHOCTH
3aKTI0YAeTCS B TOCTPOCHHHU CHCTEMBI OOecrieueHuss MH(POPMaIMOHHON O€30MacHOCTH Yepe3
npu3My aHaiu3a Ou3Hec-IpoleccoB, QyHKIMOHUpPYOUMX B banke.

2.6. HenpepblBHOCTh (YHKIIMOHUPOBAHUS CHUCTEMBI OOecriedeHusi MHOOpMaIMOHHOM
Oe3omacHOCTH Jocturaercs bankoM myTeM mpUMEHEHHUs IUKIMYECKOM Mojaenu JleMMuHra K
nporeccy o0ecriedyeHns] HHPOPMALMOHHOM O€30MacCHOCTH «....IUNIAHUPOBAHHUE — PEANU3aLUsl —
MPOBEPKA — COBEPILEHCTBOBAHUE. .. ..

2.7.  TIlepcoHanbHasi ~ OTBETCTBEHHOCTh  JOCTHTAeTCsl ~ IyTE€M  YCTaHOBIICHUS
OTBETCTBEHHOCTH KaXKJOrO COTpyIHHMKAa baHKa, BOBJIEUEHHOTO B IIpolecc obecrnedyeHus
MHQOpMaAIMOHHOM 0€3011acCHOCTH.

3. O0ume cBeaeHHs1 00 aAKTHBAX, MOAJIEKAIMX 3ammTe B baHke.

3.1. B xavectBe aktuBoB banka, wuH(opManmoHHy0 0€30MaCHOCTh KOTOPBIX
HEO0OX0IMMO 00ecreuynBaTh, pACCMaTPUBAIOTCS CIEAYIONME TUIIBI aKTUBOB:

— HH(pOpPMAIIMOHHBIE aKTUBBI — MHGOpMaIMs, COoJepsKaliasi CBeIeHUs, OTHOCSIMecS K
0aHKOBCKOM TaliHe, KOMMEpYECKOM TaliHe KIMEHTOB, K MEpPCOHAIBHBIM JaHHBIM CYOBEKTOB
NEPCOHANBHBIX JAHHBIX, K ITUIATSKHOM WH(POPMALHMH, B TOM YHCIE IMPH OCYIICCTBICHHUH
MEepPEeBOJIOB JICHEXKHBIX CpPEICTB, a TaK ke WHGOpMalus, OIpeAesiomas napaMmeTpbl
KOH(UTYpUPOBAaHUS M HKCILTyaTallUd CPEACTB 3alMThl MH(POPMAIMH, HE3aBUCUMO OT (OPMBI
NpeCTaBIICHUS TakoW WH(OpPMAInN;

— MpOrpaMMHBIE aKTUBBI — IPUKIATHOE U CUCTEMHOE MPOrpaMMHOE 00eCIIeueHue, a TaK
XKe cpeia pa3pabOTKH MPUKIAIHOTO TPOTPAMMHOTO 00ECIICUCHHUS;

— (u3nueckue akTHUBbl — aBTOMAaTU3MpPOBaHHbIE paboune Mecra (IEepCOHAJIbHBIE
KOMIBIOTEPBI,  CEpPBEPHI), KOMMYHUKAI[MOHHOE  00OpyIOBaHUE (MapIpyTH3aTOpHI,
KOMMYTaTOpbl, MOJIEMBI), nepudepuiiHas TexHUKa (MIPUHTEPBI, CKAaHEPbI), YCTPOHCTBA

€aMOO0OCTY)KUBAHUS U TOPTOBBIE TEPMHUHABI.
4. Mojaeanb yrpo3 u HapyumTeJieili HH(popManMOHHOH 0e30MacHOCTH.

4.1. B xauecTBe BO3MOXXHBIX yrpo3 HapylleHHS HH(MOPMAIIMOHHON OEe30MacHOCTH B
baHke paccMaTpuBarOTCs TPU OCHOBHBIX KJlacca yrpos:

— Yrpo3bl HapYyLEHUs! KOH(HUASHINATbHOCTH HH(POPMALIUH;

— YIpo3bl HApYLIEHUs LEIOCTHOCTH UH(POpMALINH;

— YIrpo3bl HAPYLIEHUS JOCTYITHOCTH UH(POPMALIUH.

4.2. Kaxxnas yrpo3a uHQOpMallmOHHOM 0€301MacHOCTH pacHUChIBAETCS U aHAIU3UPYETCS
CIICAYIOLMM 00pa3oM: <MCTOYHMK Yrpo3bl HHMOPMAIMOHHONH 0€30HacHOCTH» - «CIoco0
HECAaHKIIMOHMPOBAHHOTO JOCTYIA K aKTUBY» - «HECAHKIIMOHUPOBAHHBIC ICHCTBUS C aKTUBOM)) -
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«YpOBEHb  pealu3aluu  yrpo3bl  MH(POPMAIMOHHON  0€30MacHOCTH» -  «HapyIeHUe
XapaKTEPUCTHKH OE30MaCHOCTH aKTHUBAY.

4.3. B xauecTBe OJHOIO U3 OCHOBHBIX HCTOYHHUKOB YIrpo3 HMHQPOPMALMOHHOM
O0esomacHocT B bamke  paccmarpuBarOTCs  JMIA,  KOTOpPbIE  MOTYT  IOJY4YHUTb
HECAaHKI[MOHUPOBAHHBIM JIOCTyml K akruBaM baHka (HapynmTenu UHQOpPMaMOHHOM
0€30MacHOCTH ).

4.4. C yueToM pazlenieHus: HapylnmTeneil nHPOpMallnOHHOM 0e3011acH OCTH Ha BHEIHUX,
BHYTPEHHUX U KOMOMHUPOBAHHBIX B KaueCTBE BO3MOXKHBIX NMOTEHLUMAJIbHBIX HapylMTenen
UH(opMaImOHHON 6€30aCHOCTH MOTYT BBICTYHATh:

4.4.1 BHenmHue HapynmTenu HHGOPMAIIMOHHON 06€301MacHOCTH

— KIHeHTH banka;

— JMUa, CIy4alHO WJIM HAMEpPEeHHO, IMOJYYHBLIME JOCTYyH K HH(OPMAIMOHHBIM
akTuBaM baHka uepe3 BHeEIIHME T€IEKOMMYHUKAI[MOHHbIE KAHAJIbI CBSI3H ;

— KOHKYpPHUPYIOILME€ KPEIUTHBIE OpraHU3aluH;

— IpPOrpaMMHCTBI-pa3pabOTUMKA MPOTPAaMMHBIX KOMIIOHEHT, HE€  SBJISIOIIMECS
coTpynHHUKaMHu baHka;

— KOMITaHHMH, 00eCTIeunBalOMe MOCTaBKy U PEMOHT KOMITbIOTEPHOM TEXHUKH;

— CHeUCTykObl M TPEACTaBUTENIN CHJIOBBIX BEAOMCTB, HMEIOIME BO3MOXXHOCTb
MPUMEHSATH CIIeIUATIbHBIE CPEJICTBA U CITOCOOBI aTak Ha MH(POPMALlMOHHbIE akTHBHI baHka.

4.4.2. BHyrpeHHUE HApyIMTETH WHPOPMAITMOHHON 0€30TTaCHOCTH:

— COTpYAHHKHU banxka, HMEIOIIHE JerajabHbIN JNOCTYI K  pecypcaM
ABTOMAaTHU3UPOBAHHOM OAHKOBCKOW CHCTEMBI,

— coTpynHUKU baHka, ocymecTBisonme AOCTYIl K HMH(OPMAIMOHHBIM aKTHBaM C
M CII0JIb30BAHUEM TEXHOJIOTUH YJAJIEHHOIO JI0CTYIIA;

— COTpyZHHMKH baHkKa, mMeronme MOJHOMOYHMS CHCTEMHOIO aJMUHMCTpaTopa WU
aJIMUHUCTpaTopa UHPOPMALMOHHOM 6€30MacHOCTH;

— NPOrpPaMMHCTHI-Pa3pabOTUNKH IIPOTPaMMHBIX ~ KOMIIOHEHT, ABJIAIOIM ECS
coTpynHMKaMH baHKa.

4.4.3 KoMOMHHpOBaHHBIE HAPYIIMTENN WHPOPMALMOHHON 0€30MaCHOCTH - COTPYAHUKU
banka, neiicTByronme B CroBOpe C BHEIMIHUMHU HAPYIIMTEIIMA WHPOPMAITMOHHON 0€301TaCHOCTH.

4.5. B 3aBUCHMOCTH OT I11€JIU, KBTI (PUKAIIMK, TEXHUYECKOTO OCHALICHUS U MpaB J0CTyMa
K MHGOpPMAallMOHHBIM cucTeMaM baHka HapynmTenu HHGOPMAIMOHHON 0€30MacHOCTH MOTYT
peann30BbIBaTh aTakl Ha YPOBHE CETEBOr0 OOOpYNOBaHUS, ONEPALlMOHHBIX CHUCTEM, CHUCTEM
yIpaBiieHUsl 0a3aMu JaHHBIX, CETEBBIX MPUJIOKEHUN U CEPBUCOB, OAHKOBCKUX MPHUIIOKEHUN U
CEpBUCOB, HCIOJIB3Ys CIEAYIOIME CITOCOOBI HECAHKIIMOHUPOBAHHOTO AOCTYIA:

— BHEJPEHUE BPEIOHOCHOTO IPOrPAMMHOTO 00eCIIeUeHHUS;

— Kpaxka HocuTeleil nH(OOPMaIlMOHHBIX aKTHBOB;

— Kpaxka TEXHUYECKUX CPeACTB 00paboTKu MHGOPMAIIMOHHBIX AKTUBOB;

— HECaHKUMOHMPOBAHHOE MOBbILICHUE IPUBUIIETUN cOTpyIHUKa baHka B cucreme;
— HECaHKUMOHHMPOBaHHbIE ACHCTBUS COTPYIHUKOB baHKa B cucreme;

— (m3HUUecKoe MOJKIIOYEHNE K KaHAITy CBS3U C IIEJBIO IepexBaTa HHPOPMAaIIHH;
— BHECEHHUE HeJleKIapUPOBAHHBIX BO3MOXKHOCTEN /WM MPOTrPaMMHBIX 3aKIaJ10K;
— BHEAPEHUE JIOKHBIX CETEBBIX CEPBHCOB;

— MOJMEHa JOBEPEHHOI'0 OOBEKTa;

— HAaBS3bIBAHUE JIOKHOTO CETEBOTO MapIIpyTa;

— yHOAJEHHBIN 3allyCK MPUJIOKEHUN U T. 1.

4.6. Bce cioco0Obl HECAHKIIMOHMPOBAHHOTO JIOCTYNA K aKTUBAM MOTYT OBITh HAIPaBJICHBI
Ha IpeJHaMEpEeHHOE WM CllydailHOe KOIHMPOBAaHHE, MOAM(HKALMIO, yAAJeHHE, Iepeady 1o
KaHajlaM CBSI3M M/WJIM Tepefady Ha MaTepUalbHbIX HOCHTENSAX, C LENbl0 HapyeHUs
KOH (M I€HIIMTBHOCTH, IIEJIOCTHOCTH W/WJIH TOCTYITHOCTH aKTHBA.

4.7. JlerampHas MOJENTh YIPO3 W HapylmmTened wHQOPMAIMOHHOW O€30MacHOCTH IS
uHdopMaImoHHBIX cucTeM baHka gopMmupyercss B OTJebHBIX BHYTPEHHUX TOKyMeHTax baHka.



5. Ilpouecc odecneyeHnss HH(POPMALHOHHOI 0€30NMACHOCTH.

5.1. Toctpoenue cuctembl obecrieueHUs MHGOPMALMOHHONW 0e30MacHOCTH (Aajee 1Mo
tekcty - COWMbB) ¢ wucnonp3oBanueM Mojaenu JleMMHMHIa 3aKiiO4aeTcs B LHUKIMYHOM
BBITTOJTHEHU U CJIEYIOLICH TPYIIIBI TPOLIECCOB:

— manuposanue COUB;

— peamuzanusi COUb;

— nposepka COUB;

— coBepmeHcTBoBanne COUb.

5.2. Ha srane ninanupoBanust COUDB B banke ocymiecTBisiercs:

5.2.1. Ananu3 TpeboBaHU 3aKOHOJATENbCTBA PO M HOpMAaTHBHBIX TOKYMEHTOB baHka
Poccun B obmactu obecrieuenust HHPOPMaMOHHON O€30MaCHOCTH.

5.2.2. OmpeneneHnne U pacmpenelieHue pojell coTpyaHukoB banka B oOnactu
obecrnieueHust HHPOPMAITMOHHON OE301aCHOCTH.

5.2.3. AHanmu3 1 o1leHKa pUCKOB WH(POPMAITMOHHOW 0€30TIaCHOCTH

— uneHTUUKANKS HHPOPMAITUOHHBIX, TPOTPAMMHBIX M (M3UUYECKHX aKTUBOB baHka,

— ONpeJesieHne TMOTEHIHANbHBIX HapylnmTeneld MHQOpMAallMOHHOW Oe30MacHOCTH JUIs
banka (Monenp HapynmTens);

— ompejesneHne 3HauuMbIX i baHka yrpo3 nHpopManuoHHON Oe3omacHOCTH (MOJEINb
yrpo3 uHGOPMaIMOHHOM 0€30ITaCHOCTH);

OLIEHKA BEPOSITHOCTH BOHUKHOBEHUS YTp03 HH(POPMALIMOHHOM 0€3011acCHOCTH;
OlLICHKAa CTENEHU BJIMSIHUS Yrpo3 MH(OpMalMOHHOW 0e30IacHOCTH Ha JEATeNIbHOCTD

banka;

OIIEHKA PHCKOB HapyIleHUs MHQPOpMallmOHHOMN Oe3omacHOCTH B baHke;
paccMOTpEHHE Pa3TUYHBIX BAPHAHTOB MPUMEHEHUS CPEJICTB 3alMThl HH(OPMALIMH, B
I[EJISIX MUHUMH3AIUN BBISBIICHHBIX PHCKOB HH(POPMAIIMOHHON 0€3011aCHOCTH;

— OIIEHKA 3aTpaT Ha peau3alllio CPECTB 3aIUTHI.

5.2.4. ®opmupoBanue TpeOOBaHUN K cHCTeMe WH(POPMAIMOHHOW OE30MacCHOCTH IO
CIIEYIOIIMM HarpaBJICHUSIM:
KOMILJIEKCHAs! aHTUBUPYCHAs 3alTa WHGOPMAIMOHHBIX cicTeM baHka;
yIpaBJIeHUE JIOTUYECKUM JIOCTYIIOM K akThBaMm baHka;
— yIpaBJeHUE CPEACTBAMH KPUIITOTPAPUIECKON 3alMThl U UX KIIOUEBBIMU CUCTEMAMU;
HCHIOJIb30BaHUE COTpYAHUKaMHU banka cetu MHTEpHET U KOPIIOPaTUBHOM 3JIEKTPOHHOM

IIOYTHI,

Me)XCceTeBOe B3anuMoelicTBIEe HH(OPMAaLIMOHHBIX cucTeM banka;
yrpaBieHue GU3MIEeCKUM JIOCTYIIOM COTPYIHUKOB B oMeleHus banka;
ayIuT COOBITUI MH(POPMALIMOHHON O€30TaCHOCTH.

5.2.5. OmnpeneneHre MW  3aKpeIJICHUE OTBETCTBEHHOCTH COTpyAHUKOB baHka,
OPUHUMAOIMX YydacThe B Tporecce oOecrieyeHus: HMHQPOPMALMOHHON Oe30macHoCTH,
OCYLIECTBJISIETCSI BO BHYTPEHHUX JOKyMEHTax baHka ¥  JOKHOCTHBIX MHCTPYKIUAX
COTPYIHUKOB.

5.3. Ha srane peanuzanuu COUbB B banke ocymiecTBisiercs:

5.3.1. BHengpeHne BHYTPEHHHMX PacCHOPSIUTEIBHBIX JTOKYMEHTOB, PETNIAMEHTHPYHOLIMX
TpeOoBaHUsI K cucTeMe obecriedyeHuss MHGOPMAIMOHHONW 0€30MacHOCTH B MH(MOPMAIlMOHHBIX
cuctemax baHka 1o HanpaBJIEHUSIM, YKa3aHHBIM B 11.5.2.4 Hacrosiued [Toautuku.

5.3.2. BHeapenne u KOH(QUTYpHPOBAHHE IMPOTPAMMHBIX, MPOTPAMMHO-ANMNaApPaTHBIX U
TEXHUYECKUX CPEACTB 3alMTHI MH(GOPMAIIUH.

5.3.3. Bueapenue mporeayp yIOpaBlIeHUS  HMHIUJISHTAMH  HHGOPMAIMOHHON
0€30IacHOCTH.

5.3.4. TloBbllleHHE OCBEJOMIIEHHOCTH COTPYOHMKOB baHka B Bompocax oOecredeHus
MHQOpMaIIMOHHOM 0€3011aCHOCTH.

5.3.5. ObGecnieueHne HENMPEPHIBHOCTH (YHKIMOHUPOBAHUS WHQPOPMAIMOHHBIX CHCTEM
baHka 1 BO3MOXHOCTH BOCCTaHOBJICHUS MX ITOCIE cOOS.



5.4. Ha srane nposepku COUDB B banke ocymecTBiseTcs:

5.4.1. KoHTpoiab KOPPEKTHOCTH (PYHKIMOHUPOBAHUS MPOTPAMMHBIX, IPOIPAMMHO-
anmnapaTHbIX U TEXHUYECKUX CPEJCTB 3aLMUThl HH(POPMALIHH.

5.4.2. KoHTposib MCIOJIHEHUS COTpyAHMKaMM baHka BHYTpEHHUX HOKyMEHTOB baHka,
permaMeHTUPYIOLMX BOMPOCHI o0ecreueHrst MHPopMaIlmOHHO 6€3011acCHOCTH.

5.4.3. TlpoBeneHue OIEHKA COOTBETCTBUS CHUCTEMbI OOecredeHus WHOOpMaIno HHOM
Oe3omacHOCTH TpeOOBaHMAM K 3alMTe HHGOPMALMOHHBIX aKTUBOB baHKa, yCTaHOBJIEHHBIX
3akoHoaTeNnbcTBOM P®, HOopMaTuBHBIMH JokymeHTamu banka Poccuu, ®Cb Poccuu u/mmm
OCTIK Poccun.

5.5. Ha srane coBepiiencrBoBanust COUbB B banke ocymiectsisiercs:

— aHanu3 pe3ynbraToB nposepku COUB;

— BHECEHHUE OIEpaTUBHBIX M3MEHEHUH B COCTaB M KOH(UIYpAIMIO CPEICTB 3aLUTHI
uHopMmaIuu;

— BHECEHME M3MEHEHUM B JOKYMEHTBl, pEIIAMEHTUPYIOLME JESATEIbHOCTh 10
obecrnieueHrI0 WHPOPMAITMOHHON 0€3011acCHOCTH;

— pa3paboTKa IJIAHOB MO TakTH4eckuM ynydmenusm COUB.

6. Opranu3anMoHHasi COCTABJSIIONAS MpoLecca odecneYve HUs
nH( OpMANMOHHOH 0€30IIaCHOCTH.

6.1. Jlns nmoctukeHus 1enu obecredeHuss WHGOpMalMoOHHON Oe3onmacHocTH B banke
BBIJICJTICHBI CIIEIYIOIIME POJIU:

— Kyparop — 3amecturens [Ipeacenarens IlpaBnenus;

— Iloppasnenenue no nHGOPMAMOHHONW OE30MACHOCTU — CEKTOP MO UH(POPMALMOHHOM
0e30IacHOCTH;

— OTBeTCTBEHHBIN coTpynHUK (punuana banka;

— Corpynnuk banka.

6.2. COTpyIHHMKH, BBIMOJHSIONME pOJU, ykazaHHble B 11.6.1. Hactosmen [lonmuTukw,
ompenenstoTcs npukasom no bauky (punuany).

6.3. K ocHOBHBIM 3aauam, pemaeMbiM Kypatopom, oTHOCSTCS:

— ONpeleNieHHe W COMNIacOBaHWE  JIMI[, OTBETCTBEHHBIX 3a  obOecreyeHue
WH(POPMAITMOHHOW 0€30TacHOCTH

— KOOpJIWHAIUS PabOT IO TOCTPOCHHUI0 CHUCTEMBl OOecredeHusi HHQOpMaImOHHON
0e30I1aCHOCTH;

— COIVIACOBAaHME  BHYTPEHHHMX  JOKYMEHTOB IO  HANpaBJIEHUIO  OOecreueHus
uHopMarmoHHoM 6e3onacHocty baHka.

6.4. K ocHoBHBIM 3amauam, pemaembiM [lompazmenenueM 1o WHGOPMAIMOHHON
0€e30I1aCHOCTH, OTHOCSTCS:

— OpraHM3alvs U BHITOJIHEHHS PadOT MO BHIMOJIHEHHUIO TPEOOBAHMI 3aKOHOAATEIbCTBA
Poccuiickoit  ®enepauun B obOnactu  obecrieyeHUsT HUHGOPMALMOHHOM  OE30MaCHOCTH,
HOpMaTuBHBIX JTOKyMeHTOB banka Poccun, ®Cb Poccumn, ®CTIK Poccum u crangaptoB
6e3onacHoct (CTO BP UBBC);

— aHAJIIU3 W OIICHKAa PUCKOB HapyleHUs WHOOPMAIMOHHOW 0e30MacHOCTH, B pa3pese
0aHKOBCKMX TEXHOJIOTMUECKUX IMPOLIECCOB;

— BBIpabOTKa TpeOOBaHWUN ¥ MEXaHW3MOB 3alMThl WH(POPMAIUH, YYACTBYIOIICH B
npotiecce GyHKIIMOHUPOBAHUSI OAHKOBCKUX TEXHOJOTHYECKUX MPOLIECCOB;

— OIpe/eNieHne COCTaBa BHYTPEHHUX JOKYMEHTOB baHKa, periaMeHTHPYIOMMX
JEeSTeIbHOCTh 10 oOecreueHn0 MHGOPMAIMOHHON 0e30MacHOCTH, a TaK )K€ BHECEHHE B HHUX
M3MEHECHUM U/WIIM JOIOJIHCHHI,

— paboTta ¢ coTpyaHukamMu baHka, B 4acTH MOBBILIEHUS UX YPOBHS OCBEIOMJIEHHOCTH B
BOIpocax o0ecrnedeHust nHPopMaIMOHHOI 6€301acHOCTH;

— BBISIBJICHHE U PearipoOBaHNE HA HHITUACHTH HHPOPMALIMOHHOM 0€3011acHOCTH;



— MOHUTOPHUHT, KOHTPOJIb U OLIEHKA d(PPESKTUBHOCTH MPUHSATHIX MEP MO OOECIICUCHUTO
WH(POPMAITMOHHOM 0€301IaCHOCTH M IIPUMEHSICMBIX CPE/ICTB 3aIMTH HHPOPMAITUH .

6.5. K ocHOBHBIM 3amauam, pemaemMbiM OTBETCTBEHHBIM COTPYAHHKOM ¢uinana banka,
OTHOCSITCS:

— opraHu3aius padoT 1Mo BHIMOJHEHHIO TPeOOBaHUI BHYTPEHHHUX JOKyMeHTOB banka, B
obnactu obecriedeHuss HHGOOPMAIIMOHHON 0€30MacHOCTH;

— perucTtpauusi ¥ HHQOPMHpPOBAHHE, B YCTAHOBJICHHOM MOpSAIKEe, 00 HHIIMUJEHTaX
UHQOPMAITMOHHOM 6€301acHOCTH.

6.6. K ocHOBHBIM 3amadaM, pemmaeMbiM CoTpymHWKOM baHka, B paMKaxX BBITIOJHCHHS
JEATEIIBHOCTH 110 HWHMOPMAITMOHHOW 0€301TaCHOCTH OTHOCSTCSI:

— cobmrofieHre TpeOOBaHUU 3aKOHOJATEIbCTBA M BHYTPEHHHX JTOKYMEHTOB baHKka,
perIaMeHTUPYIOIHMX JEITeIbHOCTh 10 WHPOPMAITMOHHON 0€3011aCHOCTH;

— BBISIBIIGHHE, perucTpanus U HUHQOPMHpPOBAHHE, B YCTAHOBICHHOM TOpsAKe, 00
WHIHICHTaX HHQOPMAITMOHHON 0€30ITaCHOCTH Ha CBOEM yJacTKe padoT.

7. KOHTPO/1b U OTBETCTBEHHOCTb.

7.1. Corpynauk baHka HeceT OTBETCTBEHHOCTh 3a HecoOoIeHne TpeOOBaHUMI
Hacrosuen [lonutrku.

7.2. OTBETCTBEHHOCTh 3a MoOjyiep)kaHue [IOMUTHKA B aKTyaIbHOM COCTOSIHUHM HECET
HaYaJIbHUK MOApa3ieNieHus Mo HH(QOPMallMOHHON 0€30MMacHOCTH.

7.3. KonTpob 3a BeIoNHEeHHEM TpeOoBaHUil [[oOUTHKH OCYIIECTBIISETCS:

— TojpasJeieHueM 1Mo HWHMOPMAIMOHHOW O€30MacHOCTH - ITOCTOSHHO, B paMKax
MEPONPUATHI MO MOHUTOPHHTY U KOHTPOJIO 3alMTHBIX Mep, a TaK )K€ B paMKax MPOBEACHUS
BHYTPEHHHX TPOBEPOK, OIEHKA COOTBETCTBUS TPEOOBAHUSM HOPMATHBHBIX JIOKYMEHTOB baHka
Poccun u craniaptoB 0€30MacHOCTH;

— OTBETCTBEHHBIM COTpyIHHKOM (prinana baHka - MOCTOSIHHO, B paMKaxX MEPOIPHUSTHI
1o coOI0IeHNTO TIpotieAyp obecrieueHust nHpopMariMoHHOM Oe3omacHocTr gunuana banka;

— CIy)kOOW BHYTPEHHETo ayiauTa - €XKEroJHO B TOJOBHOM OpraHM3allid U B XOJHe
KOMILJIEKCHBIX MPOBEPOK B (prutmanax baxka.



